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tions of the authority to develop health and safety standards. Set!
also U.S. v. Frame, 885 F.2d 1119. 1122 (3rd Cir. 1989Hupholding
delegation to the beef industry to devise its own strategies to im
plement the Government's policy).

The appropriateness of the delegation here is furthered by two
factors: (1) Compliance with the industry standards is voluntary,
not compulsory. Carrien can adopt other solutions for complying
with the capability requiremenu. (2) The FCC retains control over
the standards. Under section 2602{b>, any carrier. any law enforce
ment agency or any other interested party can petition the FCC,
which has the authority to reject the standards developed by indus·
try and substitute ita own. See Sunshine Anthr-acite Coal Co... v
Ad1cins. 310 U.S. 381 (1940); St. Louis. Iron Mt. & Southern Ry. Co.
v. Taylor, supra; Frame. supra, 885 F.2d at 1128 <deleption valic
where discretion of private bodies is subject to the GOvernment":
authority to disapprove or modify the standards).

This section state. affirmatively that the absence of standanil
will not preclude carriers. manufacturers or support semce provid
ers from deploying a teehnololY or service. but they must still com
ply with the capability uaistance requirements.

Subsection (bJ provides a forum at the Federal Communication
Commiuion in the event a dispute arises over the technical "
quir'ements or staDcla.rd.a. Anyone can petition the FCC to eatablial
technical requirements or stallclarda. if none exist, or challence an'
such requirements or ItaDciards issued by industry associations (]
bodi.. under this section. In takine any action UDder this sectiol
the FCC is d.irec:tacl to protect privacy anel security of communiC2
tions that are not the tarpts of coUltooQrdered electronic survei
laace and to serve the policy of the United States to encourage th
provision of new techD.olop_ anel semea to the public.

If aD mGustry teehDica1 ~uirem.Dt or standard is set aside c
s\lJPlaDteei by the FCC t the FCC i. required to consult with the A
tomey General aDd escabllah a reuoDable time aDd conelitions fi
compliaDee with aDel tbe trauition to any new staDclanl. The Fe
may a1Io deftDe the ....tuce obBeationa of the telecommu
eattoDa c:arri.en cluriDI tbia trauitiOD period.
". IeItioD ia alao intactecl to adel openn_ anel &CCOWItabUi

to the prooeu of ftadiIur .1utioDi to intercept prob..... Azay Fe
cIecUioll 011 a ItaDclarcll'or compliance with thil bill mut be m8i
~lidy.

Sub...... (c) lifts telecommunications carriers aD aclditioaal
,.an to acid......,Ii... with the capability UliltIIDCe "",WI
aeau beJoacl the 4~ ,rmcled. in sec:tion 2 of tal _ if tb
petition for. aDel tbe FCC puta. all at811liol1. TbI FCC ma, pi
• petition for relief from compliance with theca~ ......
requ.irnleata for up to 2 yean in circumstances .... tbe caI"rl
atIl .bow that coapI'" with tboee requirem_ta is DOt ...
abl, .....le tbrOuP .~iiOD. of teebnoloe ....~ wid
tbe ..,... compli... periOi. 'The Attomey GeDiral will NiIDlNl
tbe carrier for aD, D.eCl8lary modlftcationa m_cle ellll'iDl the ..
aila. periacl. . . . '--1......'- ...1

ADy _ulOIl poaIlteC UDder th.ia lUblec:tioD ......... 0....1 ~ w
part of the carrier. buaiD- 011 wbich the feature or ..mea
lift. isuacl.' .
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S,ction 2607 p.rovldes for enforcement of the bill by the courts.
Sub.ction (aJ provides that a court may order teiecommunications
carriers. equipment manufacturers and support service providers to
comply forthwith with the requirements of the bill in circumstances
where an electronic surveillance order or authorization has been is
sued but cannot be effected because a carrier has failed to comply
with the requirements of the bill. This provision compliments the
existing requirement in 18 U.S.C. 251Sc4> that an order authoriz·
ing electronic surveillance may direct that providers of wire or elec
tronic communications services or any "other person • • • furnish
• • • forthwith all information. facilities. and technical assistance
necessary to accomplish the interception."

Sub.,ction (b) authorizes the Attomey General. in the absence of
a particular electronic surveillance order or authorization. to apply
to an appropriate U.S. district court for an enforcement order di·
recting a telecomtr.unications carrier. equipment manufacturer and
support semces provider to comply with the bill. In order to avoid
disparate enforcement actions throughout the country which could
be burdensome for telecommunications carriers. this authority is
vested in the Attorney General of the United States through the
Department of Justice and the amces of the vanous U.S. attor
neys.

Su.bsection (c) places limitations on the court's authority to issue
emorcement orders. First. the court must find that law entorce
ment has no altemativ. reuonably available for implementing
the order throqh uae of other tedmOlo':-seor by serving the order
aD another carrier or semce provider. ntially, the court must
nnd that law enforcement is seekin, to conduct its interception at
the best. or most reuonable. place for such interception.

Second. the court must rmd that compliance with the require
ments of the bill are reasonably achievable through application of
available technology, or would have been reasonably achievable if
ti~ely action hael b.n taken. or neauity, a determination of "rea
sonably achievable" will involve a consideration of economic factors.
Thia limitation is intended to eUUM a failure to comply with the
capability uaistUce requirements or capacity notices where the
toW coat of compliance is wholly out of proportion to the useful
n_ of achieving compliance for a particular type or catepry of
....-ices or features. This subsection recopi%es that. in certain cir
cumstances, telecommunications camers may dttploy features or
services even though they are not in compliance with the require
meta of this bill.

In the event that either of th... standards is not met. the court
may not issue an enforcement order anel the carrier may proceecl
with deployment, or with continued offering to the public, of the
feature or service at issue. .

Sub.ction (d) requires a court upon i~~ce of an enf~rcem~llt
order to set a reuonable time mel condItIons for complymc wtth
the order. In determining what· is reasonable, the court may con
sieler u to each party before it a number of enume~teel factors: .

S"b-mon. (,) provides that -an order may Qot be isIu.eci reqwnq
a carrier to esceed the capacity set forth in the Attorney General's
notices under section 2603.
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Subsection 'f) .provides for a civil penalty up to S10.000 per day.
from the date of the order. or such later date as a COUrt may de
cree. for any carrier. equipment manufacturer or support service
provider that violates the section. In setting the appropriate
amount of the fine. a court may consider a number of enumerated
factors. including the nature. circumstances. and extent of the vio
lation. and. with respect to the violator. ability to pay. good-faith
efforts to comply in a timely manner. effect on ability to continue
to do business. the degTee of culpability or delay in undertaking ef
forts to comply, and such other matters as justice may require.

While subsection 2607(0 would subject to civil penalties a manu
facturer that fails to provide its customers with the features or
modifications necessary for them to comply, the committee fully ex
pectS that manufacturers and carriers will ensure the compliance
with the requirements through the nonnal marketplace· mecha
nisms. as carriers. in. their orders, specify equipment that meets
the requirements of the bill. The imposition of civil penalties on
manufacturers would nonnally be appropriate only when the exist
inl marketplace (i.e., contractual) mechanisms fail to ensure manu
facturer eompliance. just as the imposition of civil penalties would
normally be appropriate on carriers when. for example. they fail to
seek through contractual mechanisms such features or modifica
tions.

&ction 2608, entitled "Payment of costs of telecommunication!
carriers" provides. in subuction fa), that the Attomey General i~

required to pay all reasonable costa directly associated with modi·
ftea-tions required to com,ly with the capability assistance require·
ments. either durinI the period of 4 y~an after enactment or dur
inc any extension period granted by the FCC. In addition. the At
tamey General is required to pay such costs for expanding the car
rier's facilities in the event such expansion is necessary to compl~
with the notices issued under section 2603 of maximum and initia
capacity needed by law enforcement.

Subsection fb) provides that the Attorney General is authorize
to pay reasonable COlta directly auociated with achieving compli
&Dce with the assistance capability requirements for eqwpmen1
reaturu or services deploYeG on or after the date of enac:unent :
such compliance would otherwise not be reuonabiy achievable. 1
determining whether compliance is reasonably achievable. c:onsic
.ration must be gi..en to when the deployment oc:c:urred.

Subue:tion (c) clirecta the Attorney General to allocate appn
priatecl funds to carry out the purposes of the bill in accorclaDc
with law enforcement's priorities.

Sub-=tion (d) p~des that if a telecommunicatioDl carrier r
quests. payment for mod.1ftcatiODl to ezistinl equipment, r.a~ t
semces to achi..... compliance with the assistaDC8 capabdity r
quirementa UDder section 2802, aad the Attorney GeDeral does n
pay u required UDder subsection (a), the equi~eDt, reatu~ I

semce in qu.tion win be coDiiderecl to be in ~pU8llce,until tl
equipment, feature or semce is ~placecl or Significantly uptra'
or otherwise uncl...... major mocWlc:ationa. .

Sub••ction (tV authorizes the Attorney General to el'tabbah ft.
euary rqulatioDs and 'Procedures to reimburse carnen..
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Subsection (fJ provides that any dispute over costs is to be re
solved by the FCC or the court from which an enforcement order
is sought. In the absence of a dispute brought by one of the parties
to the FCC. it is not the committee's intent for the FCC or any
other agency of the Federal Govemment to regulate the price of
telecommunications transmission and switching equipment or sup
port services. The committee re,ards such regulation as unn~s
sary in a competitive marketplace. Determinations regarding what
constitutes a "reasonable charge" for modifications and features
should be made in the first instance by manufacturers and their
customers in contractual negotiations in accordance with normal
and accepted business practices. ,

SECnos 2. Al.'THORIZATION or APPROPRlATIO:-:S

This section authorizes $500 million· to be appropriated for 1995
through 1997. which encompass the 3 years after enactment. and
thereafter any additional amounts that may be necessary to carry
out the purposes of the bill. which sums shall be available until ex
pended.

SEmON 3. EFFECTn"'E DATE

This section sets the effective date for compliance with. the capa
bility assistance requirements in section 2602 and the SyuelDl Se
curity and Intepity requirement in section 2604 as 4 yean after
enactment. All other provisions take effect upon date of enactment.

SECTION 4. REPORTS

The Attorney General is required to report annually to COqre55
periociically for the 6 years after enactment on the moneys ex
pended under the bill. In addition. the General Accountin, Offtce
is required to report in 1996 and 1998 on the estimated costs of
compliance with the bill.

SECTION 5. CORDLESS TELEPHONES

'The Electronic Communications Privacy Act <ECPA). which
amencled the wiretap statute in 1986, ezempteei from the protection
of the act ~be raclio portion of a cordleu telephone that is trau
mitttcl between the cordleu telephone handSet and the bue unit."
18 U.S.C. 2510 (1) and (12). The bill would delete the esce,mOD for
cordi... telephones and impose a penalty of up to $500 for intln·
tioMlly intercepting such communications.

SECTIONS 6 AND 7. RADIO-BASED COMMUNlCAnONS

ECPA'does not protect commUDicatioDS that are "reaclily .
sible to the general public." which includes radio commwlic.....
unles. they fit into one of five spec:ifted. catepri••• TheM ...,cecl
catelOriu enjoy protection because they usually are not susceptible
to interception by the , ••ra!.public. '

Th. bill would acici "electronic co1lUllUDication" u a ca....,- of
racli~ communication cOvered by the wire~p statute.:~ ~cl
proYldeproteetion for all forms of electroniC communu:atlou, In
cluciinl data, even when they may be transmitted by ~dio.
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. The b~ll also ame~ds the penalty provision to treat communica
tIOns usmg modulatIon techniques in the same fashion as those
where encryption hu been employed to seeure communications pri
var:y. This paragraph refers to spread spectrum radio communica
tions. which usually involve the transmission of a signal on dif
ferent frequencies where the receiving station must possess the
necessary algorithm in order to reassemble the signal.

SEcnON 8. TECHNlCAL CORRECTION

The wiretap law permits interception of win communications by
a wire or electronic service provider in the normal course of busi
ness to render services or protect rilhts or property. The bill would
make a technical correction and expand the exception to include
electronic communications.

SECTION 9. CLONE PHONES

This section &mends the Counterfeit Access Device law to
criminalize the use of cellular phon.. that are altered. or "cloned."
to allow free riding on the cellular phone system. Specifically. this
section prohibits the use of an altered telecommunications instru
ment. or a scanning receiver. hardware or software. to obtain unau
thorized access to telecommunications services. A scannilll receiver
is defined u a device used to inten:ept ilJ.eplly wire. oral or elec
tronic communications. The penalty for violating this new section
is imprisonment for up to 15 years and a fine ~f the greater of
S50,000 or twice the value obtained by the offense.

SECTION 10. TRANSACTlONAL DATA

Recopizing that transactional records from on-line communica
tion systems reveal more than telephone toll records or mail covers.
subsection (aj eliminates the use of a subpoena by law enforcement
to obtain from a provider or electronic communication semces the
addresse. on electronic me...... lnonier for law enforcement to
obtain such wormation t a court order is required..

This section impo•• an intermediate standard. to protect on-line
traDaaction-.J. recorda. It is a stancianl hi,her than a su.b1*lna. but
not a probable-cauae warrant. The intent of raisin, the stuclard.
for acceal to transactional data is to pard. apinst "f1ab.iD, es,ecii
tions" by law enforcement. Under the intermediate standard. the
CO\U't must find. based on law enforcement's showing of facu. that
there are specific and articulable grounds to beli.... that the
NCOrda are relevant and material to an ongoing criminal investip
tion.

Law enforcement could still use a sub~na to obtain th~ name.
address. telephone toll billing records. anel length or serTlce ~f a
subscriber to or customer of such service and the type8 of semeet
the subscriber or customer utiliJed.

Sub-=tion fb) requires govemment ~ci.. instalJiB,aaci usiDI
pen retilter devices to UN, when reuonably,a~,tedmol~
that restricts the information captured by. such d..,. to the dial·
ins or sipaling information neceuary to c1irect or p...- a call
aCluciinl any further communication conelue:tec1 tbroUIh the use 0
dialed dilitl that would otherwise be captured. .



JA.'fES L. BLl")!
(For Robert D. Reischauer. Director),

32

VII. REGt:L~TORY I~PACT STATt:~£~'T

In compliance with paragrap~ ll(b), rule XXV1 of the Standing
Rules of the Senate. the committee. after due consideration. con
cludes that no significant additional regulatory impact or impact on
personal privacy would be incurred in carrying out the provisions
of this legislation.

VIII. COST ESTI~TE:

The committee accepts the cost estimate of the Congressional
Budget Office.

The Congressional Budget Office estimate follows:

U.S. CONGRESS.
CONGRESSIONA:J,. BCDGE'! OFFICE.
Washington, DC, September 30, 1994.

Hon. JOSEPH R. BIDEN, Jr.•
Chairman, Committee on the Judiciary,
U.S. Senate, Washington, DC.

DEAR MR. CHAIR.'d.A.'l: The Congressional Budget Office has pre
pared the enclosed cost estimate for S. 2375. a bill to amenel title
18. United States Code. to make clear a telecommunications car
rier's duty to cooperate in the interception of communications for
law enforcement purposes. and for other purposes.

Enactment of S. 2375 would affect direct spending and receipts.
Therefore. pay-as-you-go procedures would apply to the bill.

If you wish further details on this estimate, we will be pleased
to pro~de them.

Sincerely,

Enclosure.

CONGRESSIONAL BUDGET OFFlCE COST ESTl~TE:

1. Bill number: S. 2375.
2. Bill title: A bill to amend title 18, United States Code, to make

clear a telecommunications camers duty to cOQperate in the inter
ception of communications for law enforcement purposes. and for
otb.er p1J.l"POMl.

3. BW status: All ordered reported by the Senate Committee on
the Judiciary on September 28. 1994. .

4. Bill purpose: S. 2375 would direct telecommunications carrien
to attain certain technical capabilities to assist law enforcement
apncies with wire and electronic interceptions. pen repten. and
trap and trace devices. TheM companies pnerally woulCl have four
yean to comply with the bill's requirements. Howe~r. tele
communications carrien would not have to meet the reqw.rements
with respect to existiq equipment and sem~ unleu the)' are re
imb\1l'led by the Fecleral GovenuDent. Additionally t the Attorney
General may &pH to reimbune carriers for other reasonable costs
in complyilll with the bill. This le~tion would authorize appro
priations totaUnC $500 milllon ror the f1Ical years litIS thrOUIh

. 1997, plus such sums u are necessary for fisCal yean thereafter.
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This legislation would make several minor changes to the curnnt
laws reiatina to the telecommunications industry. S. 2375 alto
would establish both civil and criminal penalties for violation of
certain provisions of the bill.

5. Estimated cost to the Federal Government:
II, "lUI ",/1. 1ft 'll1ll1OllS 01 "'~/Il

.!tt

-fttftUtSEsnlll.tlO ItCttDrS !rolIl !lnes
~,fttt soenQUll

Cnlllt VlCtlfllS Fund:
ESlUftltIO DuOit' autrlOfttJ .
EStlm.teO GUU", '" .

AurftOnlJtIOItS.
SllICrillO autrlOftlJlIDl'lS ..
~srlmltlll .UlnonDtIOM

Tatll luCllOlllJtIOM .
EstullatlO autllYS .

I leu Iftll UOUOO.

(11 ('I

The costs of this bill fall within budget function 750.
Buis of estimate: The estimate auumes that the Congress will

::rropriate the full aDlounta authorized.. The costs of the bill in ns-
years 1998 and 1999 are very UDcertain because the precise

tee1'mica1 solutiol1l to the bill's requirementa are unknown at this
time. Bueci Oil imormation frum the Federal Bureau of Inyestiga
tiOIl <FBI) and. the telecommunications inauatry, CBO estimates
that these coati wou1cl be~y 1100 million aDDua1l~ Coats of
this oreier of mapitude could continue ill later years. The outlay
estimates are bUed on wormation from the FBI regarding imple
mentation of the new capabilities by the telecommunications car·
riers.

S. 2375 would im~ em! and/or criminal nnes for violatioM of
the bill'. provilions. Both criminal anel civil fines increues receipts
to the Fecleral Govemment. Criminal fiD.. would be de,oeiteci in
the Crime Victims Funtl aei would be lpellt ill the folloWillf. year.
CBO does not apect thiI aclclitional reftllue or cii.reet spencliDg to
be '~CIUlt.

8. P.y....fO\l-lO couicleratiolll: Section 252 of the BalaDced
Buclpt 8Jul EmerpDeJ Deftcit Cootrol At:t 'of 1985 ... U'P pay ...
,.10~ for '.....tioD dectiDc cIirect~ or ...
ceipta 1918. EUctment of S. 2315 would de Doth re-
ceiptl aael' '''0&'' however. CBO estimatel that any
chaD", in IpellcliDl azul reeeiptl would be iuipificant. The fol
lo~ table summa.rizes the estimated p.y·u-YOU·IO impact of
thiI bill. ,...,....-........-. I. I.
ca. __ 0 0 0 0
ca. ...-_ _ ......--.._ ._...._. o. 0 0

7.- £admated c:oa to State ancllocal pYel'DDlenta: None.
8. Eatima. COIIl'Pariaon: None.
9. Preftoa00 Mtima..: None.
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10. Estimate ·prepared by: Mark Grabowicz. John Webb. and ~te
lissa Sampson.

11. Estimate approved by: Paul Van de Water. (or C.G. ~uc:k.ols.
Assistant Director for Budget A.nalysis.

IX. CHANGES IS EXISTI~G LAw

In compliance with paragraph 12. rule XXVI of the Standing
Rules of the Senate. changes in existing law made by the bill as
reported. are shown as follows (existing law proposed to be omitted
is enclosed in black brackets. new matter is printed in italic. exist
ing law in which no change is proposed is shown in roman t:

TITLE IS-UNITED STATES CODE

• • • • • • •
CRIMES AND CRIMINAL PROCEDURE

PART I-eRIMES
cluqner s.c.
1. GeMral proYisioftS 1

• • • • • • •
411. Wire intllftllOOIl aDd illtera'p1:ioA or oral commUDic&oona 2510
120. T.lftommUIUCCltIOIII ca.rn.er Q.IIUtemelr to W Gowm"W", 2601

.- .- • • • • •
§ 1029. Fraud aDd related activity 1D cOlIDeetioD with access

devices
(a) Whoever-

(1) kDowingly azul with intent to defraud produces. uses. or
traffics in one or more counterfeit access devices:

(2) mowinlly and with intent to defraud traftics in or u.
one or more UDauthorizecl access dwices durinl aDy one-yea:l
period. and by such conduct obtaiDa 8Dything of value ......
p.tiq 11,000 or more cluriq that period;

{3laowiDilyaDd with iDteIlt to dehucl poaMa'. fifteeD OJ
moN devices which are counterfeit or unauthorized ac:c:esl de
vices; (or)

(4) lmowinaly, eel with intent to defraud, produces, trdlc
in. hu control or custoc:ly of, or pcMI...... d.mee-makiDl eq\IiI
mente
. (5) 'Jmowi~lyand with inter" to tUfraud uan, prodau:a, trill
fica in, hu control or cutod" of, or~ a __mm~
cctiona, instrument thtt.t Iuu been modifWd, or elaNd to obaIi
uftGuthDrized ue of teleeomnumit:ationa services: or

(6) Jcnowil&6ly alltl with intent to Mfr'aud u.el, prod,.., tra
/fa in, ha control or cuatody of, or POUCU~I-

. (AJ G --imina' nceiwr;or . . . ..
fBJ hardU1Gre or· so/bIJareu- for al~.., orm~

telecommunicationa inatrutneftU to obtaIn unauthori.ud a
ce.. to telccommunicatioftl senneas,
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shall. if the o(feTt3e affects interstate or foreign commerce. b
punished as prouided in subsection (C) of this section.

• • • • • • •
iC) The punishment for an offense under subsection (a) or fbH 1

of this section is-
(1)· • •
(2) a fine of not more than the greater of $50.000 or twic

the value obtained by the otTense or imprisonment for not mal
than fifteen years. or both. in the case of an otTense under sui
section [(axl) or (a)(4» (e)"(I), (4), (Si, or (6) of this sactic
which does not occur after a conviction for another· otTen~
under either such subsection. or an attempt to commit an c
fense punishable under this paragraph; and

• • • • • • •
(e) As used in this section-

(1) the term "access device" means any card. plate. code. a
count number. electronic serial number, mobile itUllti/'il:atic
number, perso1&t:ll identification number. or other teleeommur.
cations servicc. equipment. or instrument itUntifWr, or oth
means of account acce•• that can be used. alone or in coaju.I
tion with another acceu device. to obtain money, JOCMis. lei
ices. or any other thine of' value. or that can be used to initi2
a transfer of funds (other than a transfer originated solely
paper instrument);.' .' .~ • • .' •

(5) the term "traffic" means transfer. or otherwise clispole
to another. or obtain control of with intent to transfer or d
pose of; [andl

(6) the term "device-makine equipment" means any equ
ment, mechanism. or impreuion desiped or primarily UsH
making an access device or a counterfeit accea device(.); Cl

(7) tJ&. t~rm "SCtInni,.. recciwr" mCClna a device or tJIIPU'G
that can be used to int.rccpt a win or electronic commlUliaU
in violation of chapter 119.

• .- • • • .' .'
'2110. DeftDitioDS

AI, usecl in this chapter-
(1) -wire COIDJDUDicat:ion'.'"m.DI any aural traDlfer ....

, whole or in part tbrouP tbe UN of faci1itiee for die tft
miMion of commWlica_u by the aiel of win. caDle•.01' el
llk.e connectioa betw.. the poUlt of oriIiD .. the ,.. .-
ception =~= the \1M of such connectioD ill. a ••111
station) .' or ....... by., penoIl -II". iD
vicliq or opuatiJal .ue&..f.ottt.. for the trD~Bli.... ~ II
state or forelp. com.lIDindou for C01IUIl.~.'..
interstate or foreip c:omaern uel such,... I•••••
electronic stonp of ... COIDl8waicatioa(. but .... I

not include the radio· portion of a c:ordl_~ ...'
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nication that is transmitted between the cordless teiephone
handset and the base unit);

• * * • • •. •
(12) "electronic communication" means any transfer of signs.

signals. writing, images. sounds. data. or intelligence of any
nature transmitted in whole or in part by a wire. radio. elee·
tronic. photoelectronic or photooptical system that affects inter
state or foreign commerce. but does not include--

[IA) the radio portion of a cordless telephone commu
nication that is transmitted between the cordless tele
phone handset and the base unit:)

[(B)) fAJ any wire or oral communication:
[Ie)) rBJ any communication made through a tone-only

paring device; or
[I D)] rc) any communication from a tracking device •as

defined in section 3117 of this title);
• • * * * • •

(16) "readily accessible to the general public" means. with re
spect to a radio communicstion. that such communication is
not-

(A) scrambled or encrypted:

• * .. .. • .- •
<D) transmitted over a communication system provided

by '\ common carrier, unless the communication is a toue
onlr paging system communication: [or1

(E) transmitted on frequencies allocated under part 25.
subpart D. E. or F of part 74. or part 94 of the Rules 01
the Federal Communications Commission, unless. in th,
case of a communication transmitted on a frequency a110
cated under part 74 that is not exclusively allocated u
broadcast auxiliary services. the communication is a two
way voice communication by radio: or

(F) an electronic communication;.

• • • • • • •
§1S11. mterceptioD aDd dlsclo.un of wire. 0...... or elee

. voaic colDlllUUicattoDS prohibited
(1) Ezcept as otherwise specifically provided in this chapter an

person who-
(a)· • •

• • • • .' •• .. •
(2)(a)(i) It shall not be unlawful unur this chap. for aD 01*'1

tor of "a switchboard. or on oftlcer. employee. or ...-t of a ,rorie
of wire or electronic communication semce. whole (sciuti. aJ
(used in the trusmiuion of a wire commwUcatioD), u.I. in tJ
traMmiaaion of a win or electronic commlUlicotion to la.r.". di
dole. or use that C01IlDluDicatioll in the normal C01lI'Ie of his ..
ployment whilee~ in Uly accinty which ia a a.....ry .
ant to the rendition of his ..mce or to the proteetioD of tbe rill!
or property of the provid.er of that ..meet~ tuc. a~
of wire communication service to the public shallll~ uull. sem
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observing or random monitoring except for mechanical or service
quality control checks.

• • • • • • •
(4)(a) Except as provided in paragraph (b) of this subsection or

in subsection (5). whoever violates subsection (1) of this section
shall be fined under this title or imprisoned not more than five
years. or both.

Ib) If the offense is a first offense under paragraph (a) of this
subsection and is not for a tortious or illegal purpose or for pur
poses of direct or indirect commercial advantage or private com
mercial gain. and the wire or electronic communication with re··
sptictto which the offense under paragraph (a) is a radio commu
nication that is not scrambled (or encrypted. then], encrypted, or
transmitted using modula.tion. techniques ·the essential parameters
of which have b••n withheld from the public with the intention of
pre.rving the privacy of such communication-

(n if the communication is not the radio portion of a cellular
telephone communication. a cordless tel.phone communication
that is transmitted between the cordl"s telephone hands,t and
th, ba,e unit. a public land mobile radio service communication
or a pqing service communication. and the conduct is not that
de.cribed in subHCtion (5). the offender shall be fined under
this title or imprisoned not more than one year, or both: and

(ii) if the communication is the radio portion of a cellular
telephone communication. a cordless telephone communication
that i, transmitted. between the cordle" telephone handset and
the ba. unit, a pubUc land mobUe radio service communication
or a paging service communication, the otTender shall be fined
not more than $500.

• • • • • • •

"CHAPTER l:lD-TELECOMMUNlCATlONS CAJUUER
ASSISTANCE TO THE GOVERNMENT

Se.
"J.~....
... AIIi.__ eapobilUy",,~
... N....ofClIpacily ......,.,merw. .
JtIrC. s--. _1II'i1y and ilUefnly.
2t05. C......ioA of eqaipfMrlt mGIlufaerunrs end prouitlcrs of t,t.commUI"etJt'OM

.applH"t III'UIca. . '
~ TcIuIicallWqllUWllWlW end. ItGn.d.anU: m~""101I ofcomptl4~d4u.
~. E~1Il0""'"
2101. Rftmbu,..rMIIl of ~lftommu1UCGtio,..ctVrW1'l.

"§J60J.l)e~ft~n.

(aJ DEFlNmONS.-In thia chapter-
the terms ~(inMl in saction 2510 have, re.p«tiwly, tM

meaning. stated in that ,.dion.
. "call·itUntifyi,.. information"- .' .

(AJ mmna all di4li'!l or s~li~, i.nformiUion ~I
aled with 1M o";';n, dlnCtion, datina.tto~, or termll'lGtlOll
of ~ach communication. ,eMrctad o~ received b, the .su~·
scnber equipnwnt, facility, or servICe of a t~lecommunl-
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cations carrier that is the subject of a court order or lau:f:,
authorization: but .

(B) dOlls not include any information that may disclol
the physical location of the subscriber (Izcept to th.e l:tteJ
that the location may be determined from the telepho,
numberJ.

"Commission" means the Federal Communication.~ Comm:
sion.

"goL'emment" means the gouernment of the L·nited States all
any agency or instrumentality thereof, the District of Columbl
any commonwealth, temtory, or possession of the UnlIt
States, and. any State or political subdiuision thereof authoriz4
by law to conduct electronic surueillance. \

"information services"-
(A.J meant the offering of a capability for generating. a

qUiri"", storing, transforming, 'processing, retrieuing, utilJ
ing, or making auailable information uia telecommul
cations; and.

rB) includes electronic publishing and messaging Sfl

ices; but
(C) doe' not include any capability for a telecommUl

cations camer's int,rncl manag,ment, control, or opcrati
of itt tel,communications n,twork.

"telecommunicatiolU ctJI"rWr"-
(AJ means a person or entity ell6cg,d in the transmissi

or switchin, of win or electronic communication, as a co
mon carrier for hil'l (within th, meaning of seetion 30l)
the Communications Act of 1934 (47 U.S.C. 153(hJ)J;

rBJ includ,s-
(i) a person or entity engag,d in prouiding comm

cicl mobile service (as d,fined in section 332(dJ of
Communications Act of 1934 (47 U.S.C. 332(dJJJ; or

fii) a per,on or entity '1&6tJ6,d. in providi.ng wire
electronic communication switching or tranamiss
servic, to tM ment thet the Commission fbula t
such. s,rvice is a r,plac,m,nt for a sub.tcntial PO"
of tM local t,l,phOM uchang, sen'ice and. that it il
th, public int,nst to dum. such a person or ,ntitJ
M a tel,communications carrier for purpose. of I

chapt,r; but
(C) doe' not includ' persons or entities insofar as l

an engag,d. in prouidinr information service•.
"t,lecommunication, support servic,," mtClftl (J product. l

U1GI'e, or s,rvice U8ed. by a t,lecommunicatioM tam.r for th.
t.mal sirnali.n, or switching (unctions of it. t'Ncomm
cations network.

, .... Aa.iatCUlCe eapabaU, require".,.,.
(a) CAPABlLlTY RrQL71Wt1Dl'TS. £z«pt cg~ in

MCtions (b), (c), and. rd) of thu .ction, ·al'ld sulljtet. to 
2601(c), a t,lecommunicction. carrier shall ,n.aure tho' It• ."
or fat:ilitia thet prouid.c a cualomer or subaeriNr U1id& tlw cd
to oriBinatc, t,rminate, or direct communicationa. aN capoOle
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(1) e%~ditiou.sly isolating and enabling the gOfJernment to
in.tercept, to tM e:lusion of any other communications, all wIre
and electronic communications carried by the camer wlthin a
service area to or from equipment. facilities, or services of a
subscriber of such camer concurrently with their transmission
to or from tM subscriber's service, facility, or equipment or at
such later tim. as 17UZ)' be acceptable to the gOfJernment;

f2J ezpeditiozal)' isolating and enabling the gotJernmen.t to ac
cess call·identifying inform.ation that is reasonably ctJailable to
the carrier-

fA) IHfore. duri",,_ or im1Mdictely after the transmission
of a wi,., or electronic communication (or at such Later time
as maybe acceptable to the ,0uernmentJ; and \

rs) in a manner -that allows it to be associated with the
communication to which it pertairu,

ezcept that. with. r.,ard to information acquired solely pursu·
ant to the authority for pen relist.rs and trap and trace detJices
(as defined in section 3137), such call·identifyiq information
shall not include any information that may disclo. the ph)'s
iccllocation of tM subscriber (ezcept to tM ctent that the loca·
tion may be rJ..t.rmiu4 from tM teuphoM number);

(3) deliuering illUn:ept.d communic:ctions and call·id,ntify
ing inform:tJtiol& to tM government in a format such. tlult th~
may be t7"Cln.smitt«l by means of facilit~s or services procured
by tlu ,ouemI'M1U to a locction otW· than tM premis,s of the
carri,r: and

(4) focilitatill6 authoriacl communicatioru int.lUptions and.
accaa to call·icMntifyill6 infoM'r'&Ction unobtrusiuely and with a
minimum of inur(ere,," with. eny subscriber's t,lecommuni
catiou service at&cl in a manur thct prot,cts-

(AJ thcprivacy and security of communicatioftS and caU·
uuntif.tilag il'&(ormction not au.th.oriud to be int.rcepted;
and

rB) inforJ'ruation ,..,artli1a6 tlul lovernment', int'rception
of communialtiona and acecss to call.icUntif.yi,.. informtJ
tioR.

(b) L1Jm'A.'I"IONS.-
(1) DalQN or FUTt1US AND SfSTE:MS CON1'lCRJRA'nONS.

Thu cluJpter tloa noI authoriu any law enfolUrMnt .,ncy or
oflbr-

(AJ to require emy specific tUlip of featura 0" .,.,..
~,.. to be ad.optMl by prouwrs of win or ...
t1Of'&ie comnnuaiastiDn service, manu(aeturtrs of t"
commwUcaliou equ.ipnwlll, or prouicUrs of telftommwlio

caaem. .""..., servica; or
(S) to priJlUbit the ..noll of My feat",. or ~iI:a ",
~ oflllire ore~comm~m.1ieft~ mall'
~ of telecomnaruaieatiou.equJprMJIt, or provitMra OJ
,.,..",.,.unicaIiou .",..,., .",...

(2) 11mJlUMnoN SD'VJ'C&I; I'rtAm~~ 1Nf'D
~cnON sawca i.ND FAClUTtD.-TM requarementa ~
subalCtioll (4) • not apply to-

(A) .i1a(orrruJIioIa IWI"Uit:a: or .
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(!31 ~~rt.·ices or laciliti~s that support the transport or
swttchtng of communtCatl0ns for prit:ate netu:orks or for the
s,?le purpose of interconnecting telecommu.nications car·
rzers.

(3) ENCRYPTI0.~·.-A telecommunications carrier shall not be
responsible for decrypting, or ensuring the government's abilit.v
to decrypt, any communication encrypted by a subscriber or cus·
tomer. unless the encryption was provided by the carrie1' and
the carri~r possesses the information necessary to decrypt the
communtcatton.

(CI E.\lERGENCY OR EXIGENT CIRCt·.VSTANCES.-In emer,encv or
exigent circumstancrs (inci.udi~1 those des~ribed in secttons 2518 (ij

or (J1J(bl and. 3125 ofth13 tItle and sectIon 1805(e) of title SO), a
carrier at its discretion may fulfill its 1'esponsibilities under sub·
section (aJ(3) by allowing monitoring at its premises if that is thE
only means of accomplish.ing the interception or access.

(dj .'dOB/LA SERVICE AsSISTANCE REQr.:rREMENTS.-A tele·
communicatzons carrier offering a feature 01' sert.'ice that allows sub·
scribers to redirect, hand off, or assign th,ir wire 01' electronic com,
munications to anoth,r servic, area or another service prouid,1' 01

to utilize facilities in anotlur service area or of anoth,r service pro
uicler sh.all ensure that, when the carrier that had be,n profJidin~
assistanc, for th, int,rception of wire or electronic communicationi
or access to c~l-itUntify&n.g information pursuant to a court o,.d"
or lawful authorization no lOIlfe.r has acce.s to th, content of sud
communications or caU-idcntitlinr information within the stroie
area in which interception has ban occurring as Q nsult of the sub
scriber's use of such a feature or service, information. is mtule Qucil
able to the government (before, during, or immediately aft,r th
transfer of such communications) identifying the provider of wire c
electronic communication seruice that "has acqui,.ed access to th
communications.

§'603. Notit:e. ofctJllGCity requinlfWllt.
fa) NOTICES OF MAXIMUM AND ACTUAL CAPACITY REQUlRJ

MENTS.-
(1) IN GENERAL.-£Vot later than 1 year alter the deCe of'l

actmant of this chapt.,., atWr cOlUwting with St. and loe
Uuu en.fon:cment apnci.s, telecommunications carriers, P1'OU~era of telecommunications su.pport services, and manufacture
of telecommunications equipment and after notiec and cor
ment, tM Attorney General shall publish in tM Federal Rt
~ter and prouicU to appropriate telecommunicationa carrie,. c
soeictiOM, standard-setti"" organizations, and {or a-

o rAJ notic, of the mazimum capacity requiml to ac:co~m
dlzte all of tM communication inuruptiona, ~,....
and trap and trace cUI/ice. that tM Atto,.,.., Ge".,..l It
mates that lowmmellt qencies authoriatl to contIvct .,
tronic surveiUance may conduct and u. simulttlMoul
and

,f8J n.ot~. of fM nu.mbe,- of communic:atioA in,. ~
pen, ,..,ute,." andtNp and trace' c/..VIt:eS; re".....
portion of 1M mazimum ~ity .. forth uaINr ....
graph (AJ, that 1M AttorMY General esti~that lOW
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ment a.gencies authorized to conduct electron.ic sun.:eillance
mey conduct a.nd use simultaneoUsly after the dat, that LS

4 l,ars after tM date of enactment of this chapter.
(2) BASIS OF .vOTICES.-The notices i~sued under para,raph.

(1) may be based upon the type of equtpment. type of Sert:lce.
number of subscribers. geo,raphic location. or other measure.

fbI COMPUANC£ WITH CAPACITY NOTIC£S.-
(1J INITIAL CAPACITY. -Within 3 years after the publication by

the ..~ttorn~ General of a notice of capacity requirements or
wLthLn 4 years after the date of enactment of this chapter.
whichever is lon,er. a telecommunications carrier shall ensure
that its systems arr capable of- .

rAJ ezpanding to the mcuimum capacity set forth in the
notice under subsection raj{ l)(AJ: and

rs) accommodGtin., simultcMously the number of inter·
ceptions, pen ~gtste1"S, and trap and trace devices set forth
in the notice subsection (l)(B).

(2) EXPANSION TO MAXIMUM CAPAClTY.--A{ter the date de
scribed inparC61"Cph (1), a telecommunications carrier shall en·
sure that it can accommodate upeditiously any incrrase in the
number of communication intcrccptioM, pen refisters. and trap
and trace rUvic.. that authoriaed qencies may se.le to conduct
and UR, up to tM mazimum capacity requirtment set forth in
tlatt notice un.de,. subaectitm (a)(1)(AJ.

(c) NoneES OF INCBl:ASm MA:JaMUAl CAPACITY R£QlJ7R.£M£.\"TS.-
(1) TJJ.. Alto,.,.., Genaral shell periodically prouich to tele

communiccztiona c~,.. written notice of an.y necessary in
cnasa in tM ma.zimum capacity requirement set forth. in tht
notice UncUT sub&ection (aj(l)(A). -

(2) Within 3 ,ears after 1"ftCiui1&l written notict of increased
capacity requUwIMnu und,r partZ6!f2ph (1), or wi.thin such
[01&1'1" time period as tM Attor'ne)' GeMral may specify, a tele
communications cam,r shall eMurr that its systems arr capa
ble of upandi1&l to tM increased mazimum capacity set forth
in tM notice.

,'''. s,.1.... a.eurily GIIIlI.,.iritY
A telec:olrlmunication.s carr'icr s1uJll enaun that any court ortUntl

or ltJu1fidli autJaoriad illten:eption of communicationa or aear. to
call·itlcn.tifyi", infOrmation effect'd within its switehinl .premises
CGll be activated only with. the aflfrmative intervention of aft incl.i
uiGtuJl offbr or employee of the carrie,..

"80&. Cooperation o( equip....'" manu(ocnu-er.. GIld "",,,",.
. en of ,.IM:oIruraaAil:atlD,.. •."port .erI7ICe.

(a) CONSULTA.710N.-A t,~mmrmicaliofta ca""'" slIalJ~
a neceuary, in G timely faMion witA manufactum'l of i!a t.
communiccUiolu tralWniuion GIld .III~eq~ ita pro
uide", of t'*ommUAicationa tnIfJPO" aervica tlw p~ ~
~fyi,.. emy ..me. 0,. eq"!l."..nt, inclutli,.. . *.'"
ware, tluit may requin m.Ocliff,t:ation so CIa to pmrtit ctmIplUUIC
with. thY cMpter.· ..

(b) MODtnCA'I'1ON 0' EQUlPtIBN'I' AND sawcu..--SUbjef:t to ..
tion 2607(c), a manufactunr of telIeommunicationa 'raft8lftiai.on. G
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switching equipment and a prolJid..er of.telecommunications support
serolces shall, on a reasonably tImely basis and at a rruonable
charge, malee auailable to the telecommunication.s carriers USlnf Its
equipmen.t or serElices such modificatIons as are necessarv to perrtut
such carriers to comply with this chapter. ..

§2606. Technical requirenwnt, and Itcndard.; e%ten,ion of
compliance date

(al SAFE HARBOR.-
(11 CONSttLTATlON.-To ensure the efficient and industrv

wide impl~mentation of the assistance capability requlremen-ts
under sectIon 2602, the Attorney General. in coordination u:lth
other Federal, State. and local law enforcement agencies. shall·
consult with appropriate associations and standard.setting or·
ganizations of the telec~mmunications industry and with rep'
resentatives of users of telecommunications services and facUi·
ties.

(2) COMPLIANCE U;:.lDER ACCEPTED STA.VDARDS.-A tele
communications carrier sh.all be found to be in compliance with
the assistance capability requirements under section 2602. and
a manufacturer of telecommunications transmission or switch
&111 equipment or a provider of telecommunications support
services shall be founi:J. to be in compliance with section 2605.
if the carrier, manufacturer, or support seroice prouider is in
compliance with publicly available technical requirements or
standards are adOpted by an industry association or standard·
setti11l organization or by the Commission uncUr subsection 'bJ
to meet the requireruftt. of HCtion 2602.

(3) ABSENCE OF' STANDARDS.-TM absence of technical re
quirements or standards for implementi11l the assistance capa
bility requirements of section 2602 shall not- .

rAJ preclude a carrier, manufacturer, or services proCJider
from deployiTlf a technolOlY or service; or

rB) rel;'ve a carrier, manuf'Clcturer, or service provider of
the obligations imposed by section 2602 or 2605, as appli
cable.

fbi FCC AV'T1l0JU'TY.-
(1) Iii GENERAL-If industry aaocia.tions or standcrd-.ttinr

OrranimtioM fail to issue technical requirements or stand.a.n:ls
or· ifa 60wmment Clency or any other penon .Oeliew. that such
requwm.nts or standards are deficient, the arency or person
may petition the Commwion to establish, by notic, and com
ment ruI.maJcing or such ot_,. pT'OCftding. as tM Commission
may be authorized to conduct, technical requirements or stand
ards tha.t-

fA) meet the assistance capability requirements of sectiOIl

2602:
fB) protect the privacy and. security of communicatioru

not authorUed to IH inte1ft~·ad
. (C) serw th, policy of tM UniUtl St~e. to enco",.,. t~

provision of MW technoltWia. aJUl seruu:.s to t~ publt.e. .
(2) TRANsmON: PDloD.-lf an industry teeJanacol "'1.&&1'1

m,nt 0" standard is set aside or supplanted. as a mult of Com
mission action under this. section, the Commission, after COlI
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sultation with tM Attorney Geural, shall establish a reason.
ahZ. time and conditions for compliance with and the tranS1tl0n
to any MW stalltilJrd, includi12l d.!inil'll tM obligations of teLe·
communications camrs under section 2602 durzng any transi·
tion period.

(c) ExtENSION OF COMPUANCE DATE FOR FEATt'RES AND SERVo
lCES.-

(1) PETITION. --A. telecommunications carrier proposing to de·
ploy, or hauing deployed. Q. feature or service within 4 years
after the date of enactment of this chapter may petitIon the
Commission for 1 or more e%tensio1l$ of the deadline for complv·.i,.. with the assistance capability requirements un.der sectIon \
2602.

(2) GROUND FOR EXTENSrON.-The Commission may.. after ar·
fordi11f a full opportunity for hearing and. after con.sultation
with the Attornt)' General, grant an atension under this para·
graph, if the Commiuion determines that compliance with the
auistance capability requirements under section 2602 is not
reasonably achuuable throu,h applicatitm of technology avail·
able within th, compliance period.

. (3) LENGTH OF EXTBNSION.--An e%tension under this para·
fTCph shall mend. for no l01l6rr tM.n the rarlier of-

fAJ the clGu deurmined by the Commission as necessary
for thr carrier to comply with the asaistance capability reo
quirements untkr section 2602; or

rBJ thr de" tM.t is 2 years rifter the date on ",!hich the
utension is gran.t«l..

(4) A,pPLICABILlTY 0' ErrENSION.-An. extension under this
subsection shall apply to only that part of the carrier's business
on which the new feature or seroice is u.d.

11601. E"(oree",.,,t orden
(a) ENFORCEMENT BY COURT ISSUING SURVElLI..ANCE ORDER.-If

a court authorizing an interception under chepter 119. a State stat·
11.", or the Foreign Intallilence Surveillance Act of 1978 (50 U.S.C.
1801 et seq.) or authorizi1&l U8e of a pen repter or a trap and trace
cUuice U1II!:Ur. chtJpter 206 or a State statute finds thAt a tel,·
communications t:a7'7"iar htu failed to comply with the requirements
ill tJau chapur, the court may direct that the canUr comply forth.
with. and may direct thet a prouid.er of support se",ices to th, car·
rie,. or the manufacturer of the carner's transmission or sWitchi'.'i
equipment furnish forthwith modifications necessary for the carner
to comply.

(b) ENFORCEMENT UPON A,pPUCATION BY A1TORNEY GENERAL-
TIN AltOT'My G,,,,.ral may apply to the appropriaN. United States
dim'ict court for, and the United. States diStrict court. sha.,ll ~aue
jurisdiction. to issue, an order directil1l that a t,l«ommumcatlOltS
carrier, a manufacturer of telecommunications transmission or
slllitchi1l6 equipm.nt, or a prouitUr of telecommunicationa support
Nn1ica comply with. tkia ch:cpter. .

(e) GBOUNDS FOB ISSUANCE.-A court shall wue an orr:hr under
subsection (aJ or (b) o";'y if the cou.rt {iratU t~:- . . .
. (1) alUmatiuc technologies or capabUltza or the fceil,he. of

another carrier are not reason.a.hly auailabZ. to law .enfomment



for implementing the interception of communications or aCI

to call·identifying information: .and
(21 compliance with the rrquinments of this chapter (S I

sOMbiy achieva.ble throufh the application of atlailable II
nololY to the feature or service at issue or would have been ,
lonably achievable if timely action had been taken.

(dl TIME FOR COMPUANCE.-Upon issuance of an enforren:
order und.e,: this section, t~e court ~halZ specify a reasonable t
and cond&t&ons for complymg wIth Lts order, consid.ering the i
faith efforts to comply in a timely manner, any effect on the
ner's, manufacturer's, or service provider's ability to continue t4
business, the de"." of culpability or delay in undertaking effon
comply, and such other matters as justice may require. . \

(e) UMITATION.-An. ordttr under this section may not requi,
telecommunications camer to meet the gouernment's demand
interception of communications and acquisition of call·identif.
information to any e%tent in e%Cess of the capacity for which nl
has been prouided uncUr section 2603.

ff) CIVIL PENALTY.-
(11 IN GENERAL.-A court issuinr an order under this He

qainst a telecommunications carrier, a manufacturer of
communications transmwion or switching equipment, or a
vitUr of telecommunicatioM support services may im~ a
/»rtiJlty of up to 110,000 pcr day to,. each day in uiolGtion.
til. issuance of the order or after such tutu,., date as the l

1III1.y s~fy.
(2) CONSlDDfATlONs.-In determining wh.ether to i17l(JC

fine and in determining ita amount, the court shall talle iIU
COUllt-

(AJ the nature, circumatances, and utent of tM uiolc
(8) the uiolator's ability to pay, the uiolator's ,ood

efforta to comply in a timely manner, any ,fftct on th4
lator', ability to continue to do business, the tU,rH Oi
pability, and th.eleftl'lhof any delay in undertaJ&in, e
to comply,' and

rc) SlICk other matters aa justice may requin.
(3) CML AC1'lON.-TM Attorney General may file a cia:

tiM in til. appropriate United States district coUl't to Cl
and the Unitea. States district courts shaU hllw ju.risdit:tl
inarJo-, suCh fina.,'IIN. Pay",.lIt ofca.t. of telecommullicatiOfU carrie"

(II) EQUIPMENt, FU7T.JRES, AND SU\7CES DEPLOYED BJ
DATI: 0' ENACTMENT; CAPACITY COSTS.-17ae J\Itomey G
slaGll, subject to the availability of appro~riatiolU,pc"!t.~
catioM carriers for all nuoncble CotlQ directl, aueciatad wUJ
. . (1) tlul mocl.iflcationa perfonMd. by camers prior to tn.

tiUll d4t. of Hdion 2802 or prior to tlul apiratioft of a"'7
sUm ~u1&tJ.cr .man 21011(c) to ,.bUM, UIitJ& raJ
equipment, feature., and. .rvica tUployed before tM..
actment of thg chIJpt.r, tIN capabilitilts ncce..". to c
with. ftCtion 2602; '.

(2) "..ti1&l the mazimum capacity reqramrwnt. set fc
tM notice under section. 2603(aJ(1)(A,); ana
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(3) e%pcnding existing facilitus to accommodate simulta.
neously t~e number ~f inte~eptions.pen re,isters and tNlP and
troce d,u&ces for WhlCh not&c, has been provIded under sectIon
2603(cJ(lXBJ.

(bi EQCJlPMENT, FEATURES. AND SERVICES DEPLOYED ON OR
AFTER DATE OF ENACTMENT.-

(V, IN G£NERAL.-~f co-mplic~ with t~ assistan~e capability
requl.rements of section 2602 IS not reasonablv achl.euabl, with
Ntspect to equipment, features. or services deployed em or after
the date of enactment of this chapter, the Attorney Gen.eral, on
application of a teucommu.nicctions carrier, may pay the teLe·
communications cal'T'ier reasonable cosu directly associated

.with achievil&6 compliance. \
(2) CONSIDERATlON.-In cUtermining whether compliance

with th, cusistam:. capability requirem,nts of section 2602 is
reasonably achievabl, with. respect to any equipment, featu.re, or
service d..ployed after th. d.4t, of enactment of this chapur, con·
sitUration shalJ be given to t~ time w~n the equipment, fea
ture. or service was iUplayed,.

(CJ A.1.lLJCA.T10N OF FUNDS FOR PAYMENT.-The Atto,.",.,. Gfn.eral
sh.all alloca.te funtb appropriated to carry out this c!uJpur in ac·
cord.an.ce with law enfolU1fUtnt prioritu. determined by tM Attorney
General.

(dJ FAILURE To MAD PAYJIENT WITH REsPECT TO EQUiPMENT,
FJ:A.'I'UUS, AND SE1WlCES DULOYED Buou DATE OF ENACT·
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Ifj DISPUTE RESOLL710N.-If there is a disp:Jte bttu.:een the .~w
My General and a telecommunications carrier ".,a.rding t
amount of reasonable costs to be pald under subsection (aJ. the d
I!u.t~ shell be resolved .an.d the amount determined in a procftdi
&nltleted at the CommlSSlon or by the court from which an enfor,
ment order is sought under section 2607.

• • • • • •
§ 2703. Requirements for lovernmental aeeesa

(a)· • •

• • • • • • •
(c) RECORDS CONCEJtNtNG ELECTRONIC COMMUN1CATIOS SEJl\'

OR REMOTE COMPUTING SERVlCE.-(l)(A) Except as provided
subparacraph (B). a provider of electronic communication service
remote computing service may disclose a record or other infon
tion pertaining to a subscriber to or customer of such semee ':
including the contents of communications covered by subsection
or (b) of this section) to any person other than a governmental
tity.

(B) A provider of electronic communication service or rem
computing sernce shall diRloae a record or other information 1
tainlng to a subscriber to or customer or such semce (not indud
the contents of communications covereel by subsection (a> or (b
this section> to a governmental entity only when the govemmeJ
enuty-

[Ci) UHS an aclministrative su~na authorized by a Fedl
or State statute, or a Federal or State grand jury or trail !
~na:) .

«in) (i) obtains a warrant illUed under the Federal R,
of Criminal Procedure or equivalent State Wa.mult;

(Un) (ii) obtains a court order for such disclosure us:
sublection (d) of thiI section; or

(Ov)] (iii) haa the consent of the subscriber or custome
such cliacloaure.

(C) Ap~r of electronic communication _",ice or mute c
1'=1'&1 .",ice shell diRloR to a lovem1M1Ital .ntity tM 1IGIJ'Ie,
tbaa; t.pJaolW toll billinr recorda, and length of.rvice of a
II:I'ibcr to or cuatomcr of such s.rvice and the typa of..neal
subeeriber or crutomer utiliud, WMII 1M lovemnwlltal I1Uity
(1ft atlmillistratiue subpoena authoriuc'l by a Fraral or State
ute or a Federal or Stcte grand jury or tritll subptWIIG or CJIJ)' m
GlIGilcbZ. un.tUr subparagraph (B)... .. .. .. . .- .

(el) RaQUIRDlENTS FOR COUltT OUa.-{A court onlw fer a
sure under subMCtion (b) or (c) of thilleCtion may be It!
CO\U't that is a coun of competeDt jurillclietioa. r ia •
3128(2XA) of this title ad ,ball iaRe 0111,. if the ..~
tity shows that there ia reuoD to be1iege the COD'" ~ a W1
ehictroDic communication. or -the~ or odIer .....
IO\lIht. are relevant to a .l..tim.... la~.eDfor...t l~
court ortUr for diacloaure UAi/.e,.I~ .rb). or.fC! me, •. ~
by cn)' court that is a court of -compete'" )uristlit:ftOft a.eriG
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section 3126(2){AJ and shall issu, only if th, gOlJ,mmrntal entity of.
fers specific and' articulabl, facts showing that th,n are reasonable
grounds to belieue that the cont,nts of a wire or electronic commu
nication, or thl records or other information sOUlht, an nlll1Gllt
an.d material to an 0Tlloing crimin.al in.v,stigation. In the case of
a State governmental authority, such a court order shall not issue
if prohibited by the law of such State. A court issuing an order pur
suant to this section, on a motion made promptly by the semce
provider. may quash or modify such order. if the information or
records requested are unusually voluminous in nature or compli
ance with such Dreier other"Wise would cause an undue burden on
such provider.

• • • • • • •
A3121. General prohibltloD OD pen relister aDd trap aDd

trace device use; esceptlon
(a>· • •

• • • • • •
(cj LJ.vrrATlON.-A ,ovemm,nt CI.ncy authorized. to irutall and

u. a ~n f'qist.r untUr tn;.. chapt,r or under State lew, shall U.II
technOlOf)' rruoNJbly availabu to it that re.tricts tM rrcordm, or
cUcoding of electronic or other impulsa to the diali1&l and sipal
it,.. infOrmation utilized. in call proccuill6.

[(e>l (d) P!:NALTY.-Whoever knowingly violates subsection (at
shall be fined. under this title or imprisoned not more than ODe
year. or both

• • .' •

o

• • •
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TELECOMML~CATIO~S CARRIER ASSISTA..'lCE TO THE
GOVElt.'I~E~

OCToBER 4. 1994.-Qrciered. to be pnnteei

~r. BROOKS. from the Committee on the Judiciary, submitted the
following

REPORT
together with

ADDITIONAL VIEWS

{To aa:olft"ally H.R.. 49221

[lncluclinc COlt estimar.e or tha COftll'lUional SuCI.t ameel

The Committee on the Judiciary, to ,whom was referred the bill
(H.R. 4922) to amend title 18, United States Code. to make clear
a teleeommunications carriers duty to cooperate in the interception
of communications for law enforcement purposes. and for other
purposes. havinl considered the same,' report favorably thereon
with an amendment and recommend that the bill as amended do
pau.

The amendment is u follows:
Strike out all aAer the enacting clause and insert in lieu thereo~

the followinl=
. .

IIIC'I'IGN L ".W:IPnON or DIGITAL AND emma COIDft,."NICATlONL

(a) IN GuDAL.-Paft 1 of title 18. lini'-Cl Su.• Cocle. is amenc:lecl by iftHftlDl
after chapter 119 the foUoW'lfti ne. cha,wr.

-cBAPTEB 120-TELECOMM1JN1CATIOHI CAB81ER ASlISTA:~CETO
THE GOVEBN'MENT

==,.~---. , .
--.~-.,-, ...... s,...-..., .......,.
..... COl..,.... ., , , ., ,..wI ......,.. T....., _.,_ .

9lo-0OI
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except that. wtth retard to Lnz"ormanon aC~U1red solely pW"5uant to t.ne l'Jt1'.or.
Lty for pen ref\sters and tral) and trace aeVlces 'as defined In section 11"7
such call.idenufylng InformauC?n shall not include any In(ormatlon. tnat ;a~
disclose the phYSICal locauon ot the sUDscnber I except to the extent that tne 10-
cat10n may be determlI:'..c fr1)m the telephone numoer': .

"(3) dellvenng mtereepteei commun1cauons and eali·identlfylng Informatlon to
the government in a format such that they may be U'ansmJtted by means of ia.
cilit1es or semce! procun<i by the government to a locatIon other to',an tne
premIses of the earner: and

-141 facilitaung authonzed eommurueauons Intercepuons and access :.0 call
IdenuTng Informauon unobtrusIvely and WIth a mlrumwn of Interference Wlth
any sUDscnber"s telecommurucatlons servtce and In a manner that prete<:u--

··r AJ the pnvacy and stcUnty of commurucauons and call-uienu\"yl.ng In.
(ormatIon not authonze<i to be Intercepted: and

..(B) Informauon rllardmc the governments lntercepuon of commuruca·
tlons and access to ca.ll·idenufy'ing Informauon.

H[bl LLMrrAnONS.-
-Ill DESICN OF FEAn:us ""'1) SYSTEMS CO~"F1Cl"1lAnOSS.-This chapter dOes

not authonze any law enforcement agency or officer-
..,AJ to reqwre any sl)eafie deSIgn of featu.res or system configuratIons to

be adopted by providers of wtre or eleC'tnnuc eommunlcauon 5ervtce. manu
facturtrs of telecommurucauons eqwpment. or preVlders of telecommuru
canons support MrVlCes: or

", B) to prohlbit the adopuon of any featu.re or !erVlce by previders of wue
or electronle eommurucauon Mmce. manufac:rurers of telecommurucatlons
eqwpment. or providers of telecommwucauons support servtces.

-c21 I!'oToRMAnoN SEJlvtCES: PIUVA1'1: S'ET'NORXS AND ~-n::1tCONNl:CTtON SERV
ICES ......."t) FACILmES.-The reqwrements of subMC'Uon I a) do not apply to-

-fA) infonnation services: or
"IB) !erVlCes or facilities that support the transport or switchinc of com

mwucations for private networks or for the sole P\U1>OH of interconnecunc
telecommunications carnen.

"(3) ESCJtYPT10N.-A telecommunications carrier shall not be rnponslble for
decrypang. or enswinr the pernment'. ability to decrypt. any communication
encrypted by a subscnber or c:ustomer. unles. the encrypuon was proVIded by
the camer and the carrier posses... the information necessary to decr;.'llt the
commumcation.

'"tCI E~ENCY OR ExJCDn' CIRCt.'MSTANCES.-ln emergency or exscent CLT·
cumstances Iincluding thOle described in HCnons 2518 (7) or I 1111 bI and 3125 of thIS
utle and section 180S{el of title 50), a earner at 1tS discretIon may comply Wlth sub
HC'tlon I a It 3) by allowinr monitonnr at Its preDUHI If that 1S the only means of ac·
complishing the inwrcepuon or access.

"rd) MOIILE S::RvtCE AsSISTANCE REQumEKENTS.-A telecommunicauons carner
offerin, a feacure or HrVlce that allows lublcnbers to reciirect. hand off. or aSSign
their WU'e or electr'OlUc communicauons to another MrVlCl ana or another servtce
provider or to utilize facilities in another service area or of another MrVlce proVIder
shall eDSUZ'W that. when the carrier that had been providinl.assistance for the Lnter
c.paol1 of win or electronic commwucationa or accesl to call-identityift'lnfonnanon
pursuant -to a COW"t order or lawful authonzaaon no longer hu access to the conteDt
of such commUnications or ca1!-identifyinr intormationwithin the Hl"Y1ce a.rea in
which il1t.eree,tiol1 hu been occurnng as a result of the subscnber's use of such a
(_cun or sel'Y'ic:e. information 1S made ava.Llable to the government I before. dunnl.
or i.l:n.mectia~y aftar the transfer of such commurucauons I Idenutying the prtlV\der
of win or eleeuomc commumc:&uon semce that hu acqwred access to the commu
nications.

.., 280L Noti.. of capacity require.eDca
"(a) NOTICES or MAxJMt1M A.'liD AC"nJAL CAPACm REQumEMEN'I"S.-

..( 1) IN CD-'DtA.L.-.'lot later than 1 yeu after the date of eucanent of this
chapter. after consulting wtth State and local law enforcement agenaes. tel...
communications carners. providers of telecommumcauons support MI"Y1ces. and
manufacturers of telecommwuc:auons equipment. and after nonce and comment.
the Attorney General shall publish in the Ftcieral Recuter aDei provide to ap
pf01»nate telecommunicaaons IndusU"1 auoaauoD.l and StaDdard-settU1l orp-
nizaaOM- .

-rAl notice of the maximum capacitY~ to accommodate all of the
communicauon internptions. pen repsten. and trap and trace d.Vleet that
the Attorney General eSUlnateS that government agenaes authonze<i to
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conduct electrOEUcsurveillance :ay conduct and use sunuitaneously at\er
the date that 1S 4 years aner t.."le aate of ea.actzneQt of tNS cha~utr: and
. '" 8> notice of the actUal number of ctlmmUAlcauoD lnte~e~aons. pe~ rec
lIters. and trap alld trace deVleel. represenanl a POrtlOD oi the rnaJC.:\um
capaClty set Corth under subpuaIf'3ph tAl, that th. Attorney General esu
mates that government agenClttS authonzed to conduct eiectroruc survell
lance may conauct ana use slmwtaneously aft.er the date that lS 4 vean
after the date of enactment of tha chaputr. .

~121 BASIS OF sanCES.-The nouces ISSUed under paragraph I 1--
.•,A I may be based upon the t)-pe oi Iqwpment. type of servtce. number

of subscnbers. type or Slze or carner. nature of Slf"Vlce area. or any o~er

measure: ana
"rBI shall identify. to the ma:cmum extent poss1ble. the capamy r~uU'ed

at specliic leotraPhic locacons. lncludine carner ollice locauons.
"'b) COMPLLViCE Wrnt CAPACm ~ancu.-

.., 1) ISIi1AL CAPAcm.-WiwD 3 years after the publication by the Attorney
General of a nocel of capaaty nqwnments or W\UUn 4 years afUr the aate
of enactment of this chapter. wftichever is longer. a teleecaunurucacons carner
shall. subject to subseecon Ie), ensure that its systems are capable of-

"( Al .eXllandine to the ml.Xl.mum capaaty set forth In the nouce unaer
subsection laM 1WA): and

", B) accoau:nociacDl sunultaneously the number of inte~epuons. pen re!
ISutrs. and tn.l' and trace aeVlces set forth 1ft the nouce unaer subsecuon
lallIKBl.

"(2) ExPANsION TO MAXlMtJ'M CAPACm.-AAer the date descnbed in para
iral'h \ 11. a telecoaunUAlcauoftS carner shall. subject to subsec:uon 'e'. ensure
that It can accommodate e~t1ousiy any 1ncrease tn the actUal number of
coaunwucauon intercel'tions. l'tn rel'lSterl. and tnl' and trace devtces that au.
thonzed apDcies may seek to conduct aDd 11M. up to the maxunum capaeny
reqwrement set. forth in the nouce uncier subMction lal( 1l4AI.

"tcl ~cmCES OF lNCREASED MAxIMUM CAPACm REQUIREMENTS.-
"(1) The Attomey General shall penoQica11y publish in the Federal Re~ster.

after nouce &Del comment. notice of any DlCftlary i.ncreues m the IrWQmum
apaaty requirement set forth in the notice under sublect:ion I a If 1)(AI.

"t2> Within 3 yean after DOace of increuecl ma",mum capaaty reqw.rem.nl~

is published under pl.ftP'l.ph (1). or within such loncer ume l'tnod u the At·
torney General may specify. & teleccmmuDlcauon.s camer shall. subject to sub
sec:tlon lei, eDSUft that 1ta systell1l are cal'able of expanding to the tncreased
m&mDWIl capaaty set form in the noace.

..cd) CARlUER. STA'I"EMENT.-Within 180 clays after the l'ublication by the Aaorney
General of a notice of capACIty reqw.rementa pursuant to subsect10n lal. a tel...
commumcauoas carrier shall submit to the AttorDe1 General a statement iaenufy
inc any of ita syaama or MI'Ylc:el that do not. have the cal'aaty to ac:commociaut S1'
mwtaDeOus1y the Dumber of interceptioaa. pea ~ten. and trap and trace deVlees
set forth in tha aoac. wuler subparalftph (A) or (Bl of subMeuon I a ~ 1>.

"(el REDmU"uvprr REQuIRED FOR COMI't.lANCL-The Attorney General shall re
view the llaWDenU IUobmined uaGer subMetion td) and may. subject to the &vlJ.1.
ability of appJ'01»riatiou. qI"Ie to reimbune a telecammuDlcauons Carrier for the
jun &Dei nuoll&ble CC*I directly uMK:Iateet with modifications to attain such capac
ity~DL UDtil the AttarDey General qreeI to reunbu.rse such camer for
such modiftcaQoD. such carrier shall be considered to be in compliance Wlth the ca·
paCltY noc:ices UDder subpa.racraphl IA> ana tB) of subMeUon lalll).

.., 28CN. s,.....NCarit)' ad iDteirity
"A telecommUDicatioDS carrier shall ensure that. any coun oniereel or lawfully au·

thomecl interapQon of cammu.nicatioaa or acc:eu to call..identifyiDllnformauon eC
fecwd Wlwn ita mtehiDcpremiles Call be activateel oDly with the aflinnauve lnter·
venuon of an individual oftlcer or employee of the carrier.
.., 2805. Coopendoll of equip••llt muaufae:t11l"en uad provide" of tel..

co••uaicadou IUPpo" Mme.
~c a> CONSUt.TATlON.-A telecommunications carrier shall consult. as neeeuary. in

a timely fumon with manwaC'Nr'e1'l of itstelecommWlications transaussion and
5wuduDI equipment. and ita proyuien of telecommumcatlons suppon Hl"V\cel for
the PUfl)OM of ensurinl that CWTIDt and planned Ml"V\eeI and eqwpmeDt comply
W\th the capability requirements of secuon 2602 uu:l the cal'aaty nqwremeD'"
identified by the Attorae)' General unduMCCion 2603.


